
NIS 2 COMPLIANCE IN FRANCE: 
UNDERSTANDING THE RECYF FRAMEWORK
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SPAC Alliance
Founded in 2020 around 3 missions

> INFORM & RAISE AWARENESS

> INFLUENCE & ACT

> NORMALIZE & CERTIFY

We gather the whole ecosystem

> INSTITUTIONS

> MANUFACTURERS

> INTEGRATORS

> SERVICE PROVIDERS

> INSTALLERS / DESIGN OFFICES

> END-USERS

> CONSULTANTS

> JOURNALISTS
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SPAC Alliance Members
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https://www.trustandcie.fr
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1 – Key Figures

9%
of data 
breaches*

HYBRID ATTACKS

€€
costly attacks

X2
cost in US / MEA
vs Europe

*IBM Cost of data breach reports 2021 - 2025
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1 – Regulatory response

CER CRANIS 2 RED

REQUIREMENTS
Public / Private entities

TRUSTED PRODUCTS
Hard & Soft

EVERYONE IS AFFECTED

End-to-end
security

Link Cyber and 
physical security

Secure products with a 
digital element

Full lifecycle
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2 – NIS 2 in France

*Cour des comptes – The State’s response to cyber 
threats affecting civil information systems – June 2025

Key figures, timeline and investment

> From 500 to 15 000 entities

Cost of an attack: 5 to 10% of the turnover*

SMEs
466 k€

MID-sized
13 M€

LARGE
165 M€

> Expected investment:  100k–€200k (EI); €450k–€880k (EE)

LAW expected by 09/2026

French Framework: ReCyF

NIS 2 already applies.
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20 OBJECTIVES4 PILLARS EXAMPLE

3 – ReCyF: French Cyber Framework

GOVERNANCE

PROTECTION

DEFENCE

RESILIENCE

15 FOR EI / EE

5 FOR EE ONLY

ACCEPTABLE MEANS OF 
COMPLIANCE

PHYSICAL
& CYBERSECURITY
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4 – ReCyF: linking physical and cyber security

Objective 6 :
Control of physical access

Objective 2 :
Security Governance

Framework

Objective 7 :
Securing information 
system architecture

Objective 4 :
Human resources

management

PHYSICAL SECURITY GOVERNANCE AND CYBERSECURITY

Access control
Monitor, 

detect and 
respond

Physical and 
cybersecurity policies

Select, train, raise
awareness and 

manage access rights

Architecture, 
configuration and 

network segmentation

EXECUTIVE RESPONSIBILITY: MASTERING THE ENTIRE SECURITY CHAIN

UserManufacturer Installer Maintainer Operator
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IMPLEMENTATIONPREREQUISITES

5 – Security and Compliance

RISK ANALYSIS

SECURITY TARGET

MAPPING

GAP ANALYSIS

EXTERNAL AUDIT

CONTINUOUS 
IMPROVEMENT

DEPLOYMENT - TESTS

COMPLIANCE FOLLOW-UP

PLANNING

REVIEW – INTERNAL 
AUDIT

CERTIFICATION

CORRECTIVE ACTIONS

THE IMPORTANCE OF ADVISORY SUPPORT:

• Identify what is necessary
• Define what is mandatory
• Support implementation

COMPLIANCE TARGET

SELF-DECLARATION

OR

THE ROLE OF THE AUDITOR:

• Assess and certify against a compliance target, 
and identify gaps 

• Conduct regular audits
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READERSBADGES

5 – Aim for the state of the art

13,56 MHz 
Logical attack

resistance
Encoding

Logical and physical
protection for data at 

rest and in transit

HIGH SECURITY
KEY LIFECYCLE MANAGEMENT

PROTOCOLS SOLUTION FEATURES

VISITOR MANAGEMENT

RIGHTS MANAGEMENT

EV
ID

EN
C

E

ISO 14443 – 1 to 4
Documentation

Bidirectional

Certifications
SSCP-certified / OSDP-verified

CRA compliance
Documentation & support

Certified architecture & 
deployment

Documentation & support

LOGS

END-TO-END SECURITY, PROTECTING DATA AT REST AND IN TRANSIT
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27001

PRODUCTSENTITIES SOLUTIONS

14443

CER CRANIS 2

5 – Examples of evidence

APSAD

RECYF

CSPN BSZ
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5 – Reference documentation
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6 – Key Takeaways

Bridging physical and cybersecurity
requires a holistic approach

SPAC Alliance

Compliance is a journey built every day

Trust & Cie

A strong security culture is essential

Know your limits and choose partners, 
not just suppliers

Regulatory pressure can no longer be
ignored

Compliance = procedures + tools + 
controls

Compliance is a business advantage!



16

Ressources

Free & anonymous

ONLINE SECURITY AUDIT

General Security Knowledge

LIBRARY
From audit to certification

SERVICES

CONSULTING AUDIT PASSI AUDIT
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Contact

www.spac-alliance.org

Tibaud Estienne
t.estienne@spac-alliance.org

Jean-Luc Garnier
jean-luc@trustandcie.fr
www.trustandcie.fr
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