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NIS 2 COMPI.IANCE IN FRANCE:
UNDERSTANDING THE RECYF FRAMEWORK



SPAC Alliance

Founded in 2020 around 3 missions

> INFORM & RAISE AWARENESS
> INFLUENCE & ACT
> NORMALIZE & CERTIFY

We gather the whole ecosystem

> MANUFACTURERS > END-USERS
S pAC > INTEGRATORS S PAC > INSTALLERS / DESIGN OFFICES
A:\—EQEEE >’ > INSTITUTIONS ALLIANCE ;3 > CONSULTANTS
S SERVICE PROVIDERS CLUB > JOURNALISTS
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SPAC Alliance Members
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. Evaluer,

TRUSECie i

https://www.trustandcie.fr
= ok O

Audit PASSI Diagnostic de Sécurité Formation
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1. Hybrid threats and regulatory response
2. NIS2inFrance

3. ReCyF:NIS 2compliancein France
4. Focuson physicalsecurity -

I

5. How to achieve compliance 3
6. Conclusion
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costly attacks
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EVERYONE IS AFFECTED

REQUIREMENTS TRUSTED PRODUCTS
Public [ Private entities Hard & Soft

® & 6 &
o 8 D

End-to-end Link Cyber and Securg .products with a
security physical security digital element

Full lifecycle

1 - Regulatory response
____EVERVONEISAFFECTED
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Cost of an attack: 5 to 10% of the turnover*

SMEs MID-sized LARGE
466 k€ 13 M€ 165 M€

Key figures, timeline and investment

> From 500 to 15 000 entities

LAW expected by 09/2026
NIS 2 already applies.

> Expected investment: 100k—€200k (El); €450k—€880k (EE)

French Framework: ReCyF

SPAC *Cour des comptes — The State’s response to cyber °

PALLIANCE: threats affecting civil information systems — June 2025



3 — ReCvVF: French Cvber Framework

GOVERNANCE

PROTECTION

DEFENCE

RESILIENCE
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PHYSICAL
& CYBERSECURITY

15 FOR EI [ EE

5 FOR EE ONLY

ACCEPTABLE MEANS OF
COMPLIANCE

4 PILLARS 20 OBJECTIVES EXAMPLE

OBJECTIF DE SECURITE 6. MAITRISE DES ACCES PHYSIQUES AUX
LOCAUX

RAPPEL DE L'OBJECTIF DE SECURITE

Les entités [importantes ou essentielles] mettent en place des mécanismes de contrdle d’accés
et de gestion des droits d'accés ainsi que des processus de gestion des visiteurs afin de s'assurer
que seules les personnes autorisées ont accés a leurs locaux et en particulier aux locaux
techniques ou contenant des serveurs de données.

MOYENS ACCEPTABLES DE CONFORMITE

ATTENDU | ATTENDU
D'UNE EI D'UNE EE
L'entité met en place des mesures de sécurité permettant de limiter I'acces
de personnes non autorisées a ses locaux, ses salles serveurs et ses locaux . .
6.1-EIJEE per ; “ > e Ovui Oui
techniques (par exemple : tenue d’un registre des visiteurs, badges d‘acces,
etc).
L'entité s’'assure de la protection physique des locaux, salles serveurs et
locaux techniques (par exemple : vidéosurveillance, gardiennage, alarme). .
6.2-EE i i o i . Non Oui
Cette protection physique permet de prévenir, de surveiller et de réagir
aux acces non autorisés a ces locaux.




4 - ReCyF: linking physical and cyber security

PHYSICAL SECURITY GOVERNANCE AND CYBERSECURITY

Objective 6 : Objective 2: Objective 4 : Objective 7 :
Control of physical access Security Governance Human resources Securing |nfo.rm0|t|on
Framework management system architecture
Monitor, . Select, train, raise Architecture,
Physical and . .
Access control detect and : . awareness and configuration and
cybersecurity policies . :
respond manage access rights network segmentation

EXECUTIVE RESPONSIBILITY: MASTERING THE ENTIRE SECURITY CHAIN

Manufacturer Installer Maintainer Operator User

SPAC
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o
and Compliance

RISK ANALYSIS GAP ANALYSIS SELF-DECLARATION Iﬁgsg\'[“:&lﬁ
MAPPING PLANNING OR
SECURITY TARGET DEPLOYMENT - TESTS EXTERNAL AUDIT
COMPLIANCE TARGET REV'EV\QGI'DTTT ERNAL CORRECTIVE ACTIONS

CERTIFICATION

THE IMPORTANCE OF ADVISORY SUPPORT: THE ROLE OF THE AUDITOR:

- Identify what is necessary
- Define what is mandatory
« Support implementation

« Assess and certify against a compliance target,
and identify gaps
- Conduct regular audits

SPAC
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5 — Aim for the state of the art

END-TO-END SECURITY, PROTECTING DATA AT REST AND IN TRANSIT
E o
—— —— T

=]
BADGES READERS PROTOCOLS SOLUTION FEATURES

KEY LIFECYCLE MANAGEMENT

13,56 MHz . . HIGH SECURITY
Logical attack Logical and physical
resistance protection for data at RIGHTS MANAGEMENT
Encoding e Bidirectional VISITOR MANAGEMENT
LOGS

O Certifications
Z ISO14443 - 1to 4 SSCP-certified /| OSDP-verified Cerhﬁgsp?or;rr;l]teerc‘:tture &
g Documentation CRA compliance Documentation & support
i Documentation & support
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5 — Examples of evidence
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5 — Reference documentation

En .2}
REPUBLIQUE

REPUBLIQUE
FRANCAISE @ FRANCAISE
Pt

Hgawe
Iroseruse

RECOMMANDATIONS SUR LA REGLES ET RECOMMANDATIONS
SECURISATION DES SYSTEMES DE CONCERNANT LE CHOIX ET LE
CONTROLE D'ACCES PHYSIQUE ET DE DIMENSIONNEMENT DES
VIDEOPROTECTION MECANISMES CRYPTOGRAPHIQUES
GUIDE ANSSI GUIDE ANSSI
T E C H N I CA L PUBLIC VISE : PUBLIC VISE :
I M P L E M E N TAT I o N gy Administratour RSS! st RET Développeur Administrateur RSSI osi Utilisateur

GUIDANCE

ayl
methodological requirements of cybersecur management measures

JUNE 2025, VERSION 1.0
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6 — Kevy Takeaways

SPAC Alliance

Bridging physical and cybersecurity
requires a holistic approach

A strong security culture is essential

Know your limits and choose partners,
not just suppliers

SPAC
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Trust & Cie

Compliance is a journey built every day

Regulatory pressure can no longer be
ignored

Compliance = procedures + tools +
controls

Compliance is a business advantage!



Ressources

General Security Knowledge From audit to certification
TTTTT ”I " i 7
PHYSICAL sscp
= “evices | SEcuRITY TRANNG  wewseRsHps ,PRODUCTS

RUSeCle

Free & anonymous
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